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RESTORATION SCHEME FOR 
MESH-BASED SWITCHING NETWORKS 

Field of the Invention 

5 The invention relates generally to the management of networks, and, more 

particularly, to the efficient and rapid determination of an alternative connection path 
through the network to avoid a fault in a connection path. 

Background of the Invention 

1 0 Communications networks typically can overcome failures in connections 

between nodes, while enabling operation of each node of the network. Overcoming 
such failures, however, can be time consuming and can result in a poor use of resources. 
For example, if a communications failure occurs along a connection between two nodes, 
typically the network abandons the entire connection and builds an alternative route 

1 5 anew. 

Summary of the Invention 

The present invention overcomes the difficulties and inefficiencies of 
conventional network management methods and devices by minimizing the impact to 
20 the network in overcoming a communications failure. Specifically, the present 

invention seeks to minimize the number of nodes altered by the new connection path 
avoiding the communications failure. Accordingly, the present invention is capable of 
providing substantial speed advantages in overcoming a network communications 
failure. 
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According to an embodiment of the present invention, a method for managing a 
network having a plurality of nodes and a connection failure along a first connection 
path, between a first node and a second node, is provided. The step of determining 
whether a first connection can be established between the first node and the second node 
5 is provided. If the first connection cannot be established, the step of determining 

whether a second connection can be established between the first node and a third node 
located after the second node along the first connection path occurs. As will be apparent 
from the description of the invention herein, the third node is not necessarily the node 
immediately after the second node. If the first connection and the second connection 

1 0 cannot be established, a determination is made whether a third connection can be 

established between a fourth node located before the first node along the first connection 
path and the second node. As will be apparent from the description of the invention 
herein, the fourth node is not necessarily the node immediately before the first node. If 
the first connection and the second connection and the third connection cannot be 

1 5 established, it is determined whether a fourth connection can be established between the 
fourth node located before the first node along the first connection path and the third 
node. Preferably, only non-retracing connections are provided. 

According to an illustrative embodiment, a method for managing a network 
having a N-hop connection C from a node NO to a node Nn and a connection failure 

20 between a node Nk and a node Nk+1 , is provided where 0 <= k < n. It is determined 
whether a first connection can be established between the node Nk and the node Nk+1 . 
If the first connection cannot be established, it is determined whether a second 
connection can be established between the node Nk and a node Nk+i, where i is 
incremented from 1 to n - k until a determination that the second connection can be 

25 established. If the first connection and the second connection cannot be established, a 
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determination is made regarding whether a third connection can be established between 
a node Nk-j and the node Nk+i, where j is incremented from 1 to k and for every j, i is 
incremented from 1 to n - k, until a determination that the third connection can be 
established. 

5 According to other embodiments of the invention, an apparatus is provided 

having a processor, a memory and a network interface, capable of communication with 
each other and adapted for performing the methods of the present invention. The 
apparatus may be located at each node of the network or may be centrally located. 



1 0 Brief Description of the Drawings 

The foregoing and other objects, features and advantages of the invention 
will be apparent from the following description and apparent from the 
accompanying drawings, in which like reference characters refer to the same parts 
throughout the different views. 
15 Figure 1 provides a sample mesh network in order to illustrate an illustrative 

embodiment of the present invention; 

Figure 2 depicts a flowchart illustrating the steps performed by the illustrative 
embodiment of the present invention in restoring the mesh network; and 

Figure 3 provides a functional relationship diagram of an apparatus according to 
20 the illustrative embodiment of the present invention. 



Detailed Description of the Invention 

As used herein a "connection" is an end-to-end communication channel that is 
established between two nodes traversing n other nodes, where n >= 0. These two nodes 
25 can use the connection to exchange information without knowing how their messages 
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pass through the network and reach the other end. One node is called "source node" and 
the other one is called "destination node." The source node is the node that tries to 
establish the communication channel first. 

A connection may take many forms, including optical connections using fiber 

5 optics or electrical connections using wiring or via a wireless configuration. 

A connection is said to be "retracing" if the connection has two identical nodes 
in the path. For example, a connection extending between node A and node E is a 
retracing connection if it has a path like A-B-C-D-C-E, where each of the letters 
represent nodes and the dashes represent connections between the nodes. A connection 

1 0 is said to be "non-retracing" if all nodes in its path are different from each other. For 
example, a connection from node A to node E is a non-retracing connection if it has a 
path like A-B-C-D-E. 

The present invention, in various embodiments is designed to rapidly determine 
an alternative connection in the event a communication failure occurs. Preferably, the 

1 5 alternative connection will be a non-retracing connection. Embodiments of the present 
invention are applicable to a wide variety of network types, including wired and wireless 
electrical and optical networks. Furthermore, a wide variety of network protocols may 
be used in conjunction with embodiments of the present invention. 

The present invention is preferably used with a mesh network. A mesh network 

20 is a network having at least one node connected to more than two other nodes. By way 
of contrast, a ring network is a network in which each node of the network is connected 
in series to other nodes of the network, resulting in each node connected to one or two 
other nodes. Benefits of the mesh network can include multiple alternative paths for 
connections through the network and continued operation of the network during failure 

25 of a node. 
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A sample mesh network 50 is shown in Figure 1 . Each letter in Figure 1 
represents a node in the network 50. The lines in Figure 1 represent connections 
between nodes. In the present example, each node in the network 50 is an optical cross- 
connect. There is an end-to-end circuit established from node A to node N traversing 
5 node B,C,D,E,F,G,H,I,J,K,L, and M. A circuit is a connection formed over a network. 
If the circuit is formed over an optical network, the circuit can be an optical connection 
or a path of light that transmits information at light speed. Alternatively, a circuit can be 
formed over other network types or combinations of network types and can also involve 
electrical connections of wired or wireless types. 
1 0 Figure 2 illustrates the steps taken after failure to restore the network 50 in the 

illustrative embodiment. An illustrative embodiment of the invention will now be 
explained with reference to Figure 2. An N-hop connection C is provided in a mesh 
network from node NO to node Nn, traversing node Nl , N2, ... and Nn-1 . The 
connection C may be formed over a wide variety of networks, such as an optical 
1 5 network, an electrical wired or wireless network or any combination thereof. 

Connections are typically formed by switches in the network. By activating 
switches, connection paths are established. In order to determine how switches are to be 
activated and how activation of switches will allow a connection path to reach the 
destination node, a wide variety of techniques are within the scope of the invention. For 
20 example, one method involves a topography table stored by each node of the network. 
The topography table includes information regarding each node of the network and 
routes between these nodes. Optionally, weights can be assigned to routes to allow 
some routes to be favored over other routes. Also, information related to current usage 
may be provided to allow for new connections to be formed over links that have greater 
25 available bandwidth. Another option involves the use of predefined, preferred routes 
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that include a predetermined list of nodes to be used for connections between a source 
node and destination node. The predefined, preferred route is attempted first, allowing 
for other alternatives if the predefined, preferred route is unavailable. 

Upon a connection failure, step 110, between node Nk and Nk+1 , where 0 <= k 
5 < n, the illustrative embodiment of the present invention will proceed to attempt to 
restore connection C. First, node Nk determines whether a new, non-retracing, 
connection can be established between node Nk and node Nk+1 , step 120. If yes, the 
connection is set up between node Nk and node Nk+1, step 130. If the connection is set 
up between node Nk and node Nk+1, processing continues by propagating new path 

10 information to all nodes related to connection C, step 140, before finishing, step 150. 

If a non-retracing connection cannot be established between node Nk and Nk+1 
in step 120, processing continues by node Nk determining whether a new, non-retracing 
connection can be established between node Nk and node Nk+i, step 160. In step 160, 
"i" is changed from 1 , 2, 3, . . ., until i = n - k. If a non-retracing connection can be 

1 5 established between node Nk and node Nk+i, i* is set to i, step 1 70. The connection 
between node Nk and node Nk+i* is then set up, step 180. As above, processing then 
proceeds to propagate new path information to all nodes related to connection C, step 
140, before finishing, step 150. 

A connection may not be able to be established between two nodes for a variety 

20 of reasons. For example, a network route may not exist between the two nodes. 

Alternatively, an existing network route may not have additional capacity, as current 
network traffic is already utilizing the route's capacity. Also, a failure may exist in the 
available network routes. Such failures may be caused by a physical break in a network 
wire or optical cable or poor atmospheric conditions to enable a wireless connection. 
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Also, malfunctioning transmitting or receiving equipment may prevent the use of an 
otherwise intact network route. 

If a non-retracing connection cannot be established between node Nk and Nk+i 
in step 1 60, processing continues by node Nk-j determining whether a new, non- 
5 retracing connection can be established between node Nk-j and Nk+i, step 190. In step 
1 90, "j" is changed from 1 , 2, 3, . . . , until j = k. For each value of j, i is changed from 1 , 
2, 3, . . ., until i = n - k. If a non-retracing connection can be established between node 
Nk-j and node Nk+i, j* is set to j and i* is set to i, step 200. The connection between 
node Nk-j* and Nk+i* is then set up, step 210. As above, processing then proceeds to 
10 propagate new path information to all nodes related to connection C, step 140, before 
finishing, step 150. 

If a non-retracing connection cannot be established between node Nk-j and Nk+i, 
connection C cannot be restored at that time, step 220. 

The method provided in Figure 2 of an illustrative embodiment of the present 
15 invention will now be discussed in relation to the sample mesh network 50 shown in 
Figure 1 . According to an illustrative embodiment of the invention, upon a 
communication failure, such as a failure caused by a fiber cut, between node J and node 
K, node J will check to determine if there is an alternative, non-retracing route to node K 
through either another trunk with a different conduit ID or another path traversing other 
20 nodes. For example, if there is an alternative route J-O-P-K available, then node J will 
send out signaling packets to node O, P and K, to set up a new connection and program 
cross-connects on those nodes. Therefore, in the present example, the connection is 
restored with new path A-B-C-D-E-F-G-H-I-J-O-P-K-L-M-N. 

In the case of insufficient bandwidth available in the path J-O-P-K, node J will 
25 search for another route. If node J finds the path J-I-H-R-K, this path is a retracing path 
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and will be discarded according to the illustrative embodiment of the invention. If J 
could not find a valid path to K, then it will try to find a path to L, M, and N. 

If node J fails to restore the connection, it will release its cross-connect for this 
connection, and pass the job to node I. Node I will proceed similarly to the actions of 
5 node J in attempting to set up a connection to node K, L, M and N. If connections to 
each of these nodes cannot be completed, node I will release its cross-connect for this 
connection and pass the job to node H. 

If all intermediate nodes fail to restore the connection, the source node A will try 
to set up a new connection to K, then L, then M. If they all fail, then the node A will try 
10 to set up a connection to the destination node, node N. The last step is equivalent to a 
simple source reroute. 

According to an alternative embodiment of the invention, a connection can be a 
retracing connection. Also, according to a further alternative embodiment, the number 
of retracing nodes can be limited. For example, a connection can be permitted to retrace 
1 5 over a maximum of two nodes, but a path involving retracing over three nodes would 
not be permitted. 

According to another embodiment of the invention, an apparatus is provided to 
manage a network. An illustrative embodiment is shown by the apparatus 300 of Figure 
3. The apparatus 300 can be a node of a network 400, as shown in Figure 3. The 
20 apparatus 300 includes a processor 3 10 to communicate with a memory 320 and a 
network interface 330. Optionally, the memory 320 may communication with the 
network interface 330. The network interface 300 is adapted to communicate with the 
network, including switches determining connection paths on the network. 

The apparatus 300 is preferably operated in accordance with the methods of the 
25 present invention, such as the method of the illustrative embodiment of Figure 2. 
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According to the present invention, the apparatus 300 may be provided in each node of a 
network. Alternatively, or in addition, the apparatus 300 may be provided in a central 
location for management of the network. Optionally, various components of the 
apparatus 300 may be remotely located. For example, the memory 320 may be located 
5 in a central location, eliminating the need for the memory 320 to be located at each node 
of the network. 

These examples are meant to be illustrative and not limiting. The present 
invention has been described by way of example, and modifications and variations of 
the exemplary embodiments will suggest themselves to skilled artisans in this field 

10 without departing from the spirit of the invention. Features and characteristics of the 
above-described embodiments may be used in combination. The preferred embodiments 
are merely illustrative and should not be considered restrictive in any way. The scope of 
the invention is to be measured by the appended claims, rather than the preceding 
description, and all variations and equivalents that fall within the range of the claims are 

1 5 intended to be embraced therein. 

Having described the invention, what is claimed as new and protected by Letters 
Patent is: 
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